ITPUKA3 Ne 11-2023
10 00IIEeCTBY ¢ OrPAHHMYEHHON 0TBETCTBEHHOCTHIO «JIe4eGHO-ANATrHOCTHYECKHIT LIEHTP
MeskayHapOIHOro HHCTUTYTA OHoJIorHYecKuX cucreM nMeHu Ceprest Bepesuna»

r. MarHuTOropck 21 aBrycra 2023 rona

06 ymeepoicoenuu Ilonumuxu
uHpopmayuonnoll bezonacHocmu 6
000 «JII[] MUBC-Maznumozopck»

Bo wucnonnenune @enepansHoro 3akoHa ot 27.07.2006 N 149-®3 «O6 wundopmanuy,
HH(GOPMALIMOHHBIX TEXHOJIOTHAX U O 3ammre uHpopmarmm», DenepansHoro 3akona or 27.07.2006 Ne
152-@3 «O nepcoHaNbHBIX JaHHBIX» U HHBIX HOPMaTHBHBIX MMPABOBHIX akTOB Poccuiickoit ®eneparum,

ITPUKA3BIBAIO:

1. YrBepauts [Tonmutuky unpopmanuonnoit 6ezomacaoctu B OO0 «JIALL MUBC-Marautoropex»
(manee — [TomuTuka) cormnacHo Ipunoxxenuro Nel k HacTosmemy [Ipukasy.

2. Nmxenepy HexmonoBy B.C. o3Hakomuth moj pacmucky pabotHukoB OO0 «JIAL] MUBC-
Maruuroropck» ¢ ITonmuTukoi.

3. KoHTpoJib 32 UCIIOJHEHUEM HACTOSILETO IIPUKa3a OCTABIIIO 3a COOOH.
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["enepanbHbIH qUPEKTOP e 2o H.b.AnTomIyk



[Tpunoxxenne Ne 1
K npukazy o OO0 «JIAL] MUBC-MarauToropck
ot 21.08.2023 Neo 11

IIOJIUTUKA

uHpopmanuonHoi 6esonacHocTn B 000 «JIII] MUBC-MaraHuaroropck»

1. TepMmuHBI u onpeneneHus

1.1. busHec-mpomecc — IOCIEJOBATEIBHOCTh TEXHOJOTHYECKH CBSI3aHHBIX OIepanui 110
IPENOCTABICHUIO IPOAYKTOB, YCIYyl H/HIM OCYIIECTBJICHHIO KOHKPETHOIO BHAA AEATEIHHOCTH
Oprasuszaiu.

1.2, 3ammra wnHGOpPMANHMHM — COBOKYNHOCTH OpraHM3al[MOHHBIX M TEXHUYECKHH Mep,
HAIIPaBJICHHBIX Ha MPEIOTBpALCHHE YTEUKH 3alluiiaeMoil HH(OpMaluu, HECAHKIMOHUPOBAHHBIX H
HEIIPaBOMEPHBIX BO3JEHCTBHI Ha 3allMIaeMyI0 HHPOPMALUIO U CPEACTBA JOCTYIA K HE.

1.3. Hudopmanms — cBefeHHs O JIHLAX, IpeaMeTax, hakTax, COOBITHAX, SIBICHUSIX U MPOIeccax
HE3aBHCUMO OT ()OPMBI HX MPEICTABICHHUS.

1.4. HudopmannoHHasi 0e30MACHOCTh — IIPaKTHKA NPEJOTBPALICHUS HECAHKIHOHHPOBAHHOTO
JOCTYyTa, HCIOJB30BAHUS, PACKPBITHS, HMCKAKEHUS, HM3MECHEHHS, 3allCH WIA YHHYTOXCHHS
UHpOpPMALIUH.

1.5. HudopmannoHHas cucTeMa — COBOKYITHOCTE coaeprkarieiics B 6a3zaxX JaHHBIX HHPOPMALUHT U
obecneunBaroMX ee 06paboTKy HHPOPMAIIHOHHBIX TEXHOJIOTHH U TEXHUUECKUX CPE/ICTB.

1.6. HHdpopmanuoHHBIH pecypc — BCE, YTO HUMEET LEHHOCTh U HAXOAWTCS B PaCIOPSHKCHUU
Opranuzanuu.

1.7. Kommepuyeckasi TaiiHa — KOH)HICHINATEHOCTh HHPOPMALIUY, [TO3BOJISIOIAs ee 001aaTemto
IOpU  CYIIECTBYIOLUIMX MJIM BO3MOJKHBIX OOCTOSITEIHCTBAX  YBEJIMYUTH JOXOIbI, H30€xkarh
HEOTpaBJIaHHbIE PACXOJbl, COXPAHUTH IOJOXKEHHE Ha PHIHKE TOBApOB, PabOT, yCIyr HIIH MOIY4UTh
HUHYIO KOMMEPUYECKYIO BBIFOJTY.

1.8. KoupuaennmaabHass uHpopmamus — HHGOpManUs C OrpaHUYCHHBIM JOCTYNIOM, HE
cojieprKaiasl CBeIEHHH, COCTABIISIONIUX FOCYIapCTBEHHYIO TaifHy, JOCTYIl K KOTOPOH OrpaHHYHBAETCS
B COOTBETCTBHH C 3aKOHOIATeILCTBOM Poccuiickoit deneparuu.

1.9. KounduaeHunaabHocTh HHPOPMANMH — COCTOSHHE 3aIlMIIEHHOCTH HH(OpManuy,
XapaKkTepu3yemMoe CIocOOHOCTBIO MH(POPMAIMOHHOM cHUCcTeMbl 00ecredynBaTh COXpaHEHHE B TaiHe
uH(OpMaIuK 0T CyObEKTOB, HE MMEIOIIHUX ITOJHOMOYHH Ha 03HAKOMIJIEHHE C HEH.

1.10. HecaHKUMOHHPOBAHHBIA AOCTYN — JOCTYI K MH(GOpPMAIUK UAX JEHCTBHS ¢ MHpOpPMaIUEH,
HapyIIaloIllie TpaBHJA pa3TPaHUUYEHUst JOCTyNa C  HCIOJB30BAHMEM INTATHBIX  CPEJICTB,
IPEIOCTABIISEMbIX CPEICTBAMH BBIYMCIUTEIBHON TEXHUKH HIJIH aBTOMaTH3MPOBAHHBIMH CHCTEMaMH.

1.11. TlosmTHKa — OOIIHE IIETH U YKa3aHUs, (OpMaIbHO BEIPAKEHHBIE PYKOBOJACTBOM.

1.12. TIpasa mocTyma — 9TO IpaBa JOBEPEHHOr0 00BEKTa HAa COBEPIICHUE KAKUX-THOO0 NEHCTBHUI 110
OTHOIIEHHIO K 00BEKTaM CHCTEMBI.

1.13. Puck — coueTaHue BEpOSATHOCTH COOBITUS B €r0 IOCIEACTBHH.



1.14. Cucrema ynpasjeHHss HH(POPMAUMOHHONW 0€30MACHOCTHI0 — YacTh OOIIEH CHCTeMBI
yIpaBJICHHs, OCHOBAaHHAsi Ha OIEHKE pHCKOB, IIpeAHA3HAUYeHHAs U CO3JAaHHsS, BHEIPEHMUS,
OKCILIyaTalliid, MOHHUTOPHHIA, aHalIH3a, COIMPOBOXKACHUS M COBEPLICHCTBOBAHUS HH(OPMAIMOHHON
0€301IacHOCTH.

1.15. ¥Yrposza — onacHOCTb, IpeIoararonas BO3MOKHOCTb ITOTeph (ymepoa).

1.16. IlexocTHOCcTh HHpOPMANMH — YCTOWYHBOCTh HH(POPMAIMH K HECAHKIIHOHHPOBAHHOMY
JIOCTYIly WJIH CllydallHOMY BO3CHCTBHIO Ha Hee B Ipolecce 00pabOTKH TEXHHUUYECKHUMH CPEICTBaMH,
pe3yabTaTOM KOTOPOI0 MOXKET ObITh YHHUYTOXKEHUE U HCKAKEHHE HH(OpMAIUH.

2. O01ee moyI0KEHUE

2.1. Hacrosmas nonutuka wH(OpManMoHHOM OGe3omacHocT (mamee — Ilonmutrka) OGImecTsa ¢
OrpaHUYEHHON OTBETCTBEHHOCTHIO «JleueOHO-muarnocTuueckuit nenTp MexxayHapoJHOr0o HHCTUTYTA
Ouonornyeckux cucteM - Marauroropck» (naisee — OpraHu3aius) IPEICTaBIseT COO0W CHCTeMY
TpeboBanuil, mpaBuiI U MeToa0B Opranu3anuu B o0jacTu obecrieueHus: 6e301MacHOCTH HH(POPMAIIHH,
ee KOH()HUIEHIHMATBLHOCTH, @& TaKKe IIOCTPOCHUS CHCTEMBl YIpaBlIeHUs HH(OpPMAIHOHHON
Oe3omacHocThO (anee — CYMDB) Opranuzanum.

2.2. CobmoneHue MpUHIMIIOB, IpaBUiI U TpeGoBaHMM MHpOpMaMOHHONW Oe3omacHOCTH (nanee —
VB) siBisieTcsi, B TOM YHCIIE, SJIEMEHTOM KOPIOpaTHBHOM KynbTyphl. CrnenoBanue TpeboBanusimM Vb
SBIISIETCS. B@KHBIM YCIIOBHEM IIPH OCYIIECTBICHHH IOBCEIHEBHOU JesTeNbHOCTH OpraHu3aiui,
BKJIFOYasi COBMECTHYIO paloTy ¢ AenoBeIMH maptHepamu. Kaxmpiii paGotHuk OpraHuzanuu 4 ee
JIeJIOBBIE TIAPTHEPHI HECYT OTBETCTBEHHOCTH 3a Oe30macHyto paboTy ¢ HHYOPMAIMOHHBIMA CHCTEMaMHU
(manee — UC), wrdpopManmoHHBIME pecypcamu (manee — KMP), KoMIbIOTEpHBIM 000pYHOBaHUEM,
MOOMJIBHBIMH ~ TEXHHYECKHMH CpEICTBAMH, HOCHTEISIMH WH(POpMAIMK, IPEJOCTaBIEHHOH U
obpabarteiBaeMoit uHpopmanueit Opranu3ariy.

2.3.  OGecneuenue Wb Brirogaer B ceOs M00yI0 HESATENBHOCTb, YCTAHOBJICHHYIO JIEHCTBYIOLIIUM
3aKoHozaTeabcTBOM Poccuiickoit deneparyu, HanpasieHHyto Ha 3amuTy MIC u P Opranusanuu.

2.4. Hacrosimas ITonutuka paspaGoraHa Ha OocHOBe TpeGoBaHUIl 3aKkoHOJaTenbCcTBa Poccuiickoi
Denepanun:

o denepanbuoro 3akona or 27.07.2006 N 149-0d3 «O6 wunbopMauuu, HHPOPMAHOHHBIX
TEXHOJIOTHSX U O 3alIUTe HHPOPMALUK»;

o  ®enepanbroro 3akoHa ot 27.07.2006 N 152-D3 «O nepcoHalbHBIX JaHHBIX;
o ®denepanbroro 3akoHa oT 06.04.2011 N 63-03 «O06 2/1eKTPOHHOM IOITHCH Y,

e ®@enepanpHoro 3akoHa oT 26.07.2017 N 187-®3 «O 6e30macHOCTH KPUTHYECKOM
urdopmarronHoU HHGpacTpyKTyphl Poccuiickoii Meneparumy,

e Ilpukaza ®CTOK Poccun or 25.12.2017 N 239 «O6 yrBepxnenun TpeGoBanuit 10
ofecreueHnI0  0E30MacHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOH  HH(POPMalHOHHON
uHppacTpykTypsl Poccuiickoi @enepanuny»;

o Ilpukaza ®CTOK Poccum ot 18.02.2013 N 21 «O6 yrBepkaenun CocTaBa W COACpKaHHSA
OpPraHM3allOHHBIX W TEXHHYECKHX Mep M0 ofecredyeHnio Oe30IacHOCTH IePCOHATBHBIX
JaHHBIX TTpH HX 00paboTKe B UHGOPMAIIMOHHBIX CHCTEMaX ME€PCOHATBHBIX TaHHBIX»;

e Tlocranosnenus IlpaButenscrea PO ot 01.11.2012 N 1119 «O6 yTBepikaeHun TpeOOBaHHH K
3alIUTE IEPCOHANBHBIX MAHHBIX TpU HX 00paboTke B HHPOPMALMOHHBIX CHCTEMaX
MePCOHATIBHBIX JAaHHBIX)»;



4.5. 3nHanue U cTporoe coOmoneHue BceMH pabOTHHKAMM, HCIIOJIB3YIONUX U 0OCITYKUBAIOIIUX
ammapaTHble M IIporpaMMHEIe cpeacTtBa oOpaboTku mHbopManuu, TpebGoanuii OPJ] mo Bompocam
obecrnieyenus 6e30MaCHOCTH KOH(GUICHIIHAIBHON HH(pOPMAIHH, B TOM YKCIe KOMMEpPYEeCcKOoM TaifHbI U
KPUTHYECKHX OM3HEC-IIPOLIECCOB.

4.6. IlepconanbHas OTBETCTBEHHOCTH 3@ CBOM ICHCTBHUS Ka)kKAOTO pabOTHHKA, yJYacCTBYIOLIETrO, B
paMKax CBOMX (YyHKIIMOHAJIBHBIX 00s3aHHOCTEH, B mpoueccax o0paboTKu HH(YOPMALIUN U UMEIOLIETO
nocrtym k UP.

4.7. Peanuzauus TEXHOJIOTHYECKHUX IPOLECCOB 00pabOTKH HHPOpPMAIMH B COOTBETCTBHH C
KOMIUIEKCOM ~ OPraHM3allMOHHO-TEXHHYECKHX Mep [0 3allUThl [POrpaMMHOTO 0OeCIedeHHs,
TEXHHUYECKUX CPEICTB U JaHHBIX.

4.8. Ilpunsartue Mep mo obecneueHHIO (HU3UYECKOH IETOCTHOCTH TeXHHYeckuXx cpencts UC u
HOAep)KAaHHEM HeOOXOJMMOT0 YPOBHS 3AIIUIEHHOCTH HX KOMIIOHEHTOB.

4.9. HcnonezoBaHue (GU3HYECKUX U TEXHUYECKHX (MPOrpaMMHO-AIapaTHBIX) CPEACTB 3alllUTHI
uHpopmanuu (nanee — C3U), a Taxke TeXHUYECKast MONIEPIKKA UX HUCIIOTb30BAHHUSL.

4.10. Koutpomus cobmoaenus nonb3opareasivu UC tpebosanuit mo obecneuenuto Ub.

4.11. IlpaBoBas 3amurta uHTepecoB OpraHu3alMyd IpU B3aUMOJEHCTBHH C IOPHUINYECKHMH H
(PU3HYECKUMHU JIMIAMH OT MPOTUBOIIPABHBIX M HECAHKIMOHUPOBAHHBIX JEHCTBUH CO CTOPOHBI 3THX
JIHIL.

4.12. IlpoBenenue ananuza 3(pQPEeKTUBHOCTH MPUHATHIX Mep U npumensieMbix C3W. Paspabortka u
peanu3anus npeiokeHuit no copepuienctsoBanuio CYHMbB B Opranuzanumu.

4.13. CBOEBpeMEHHOE BBISBICHHE UCTOUYHHKOB yrpo3 Wb, mpuuuH u ycrnoBuH, crocoOCTBYIOMUX
HAHECEHUIO yuiepba 3aHHTEePEeCOBAHHBIM CyOBbekTaM HH(GOPMALMOHHBIX OTHOLICHHH, CO3JaHue
MeXaHU3Ma OIepaTUBHOTO pearupoBaHus Ha yrpossl 1b.

4.14. Coszmanue yCIOBHH JJI1 MHHUMH3AIIMA HAHOCHUMOrO yuiepOa HENpaBOMEPHBIMH JEHCTBHAMH,
ocnabiieHue HeraTUBHOTO BIMSIHAS U YCTPaHEHHUS MociaencTBHi Hapymenus Mb.

5. 3axiouveHue

5.1.  Hacrosimas ITonuTuka siBiIseTCss BHYTPEHHHM JOKyMeHTOM OpraHuszanuy, 00IeI0CTYITHOR u
HOIEKUT Pa3MEIeHUIO Ha O(UIHAIBHOM calite OpraHu3aliy.

5.2. Hacrosimas [Tonutuka pacrnpocTpaHsiercst Ha Bce OM3HEC-IPOLECCH], aBTOMAaTH3HPOBAHHEBIE U
TeIEKOMMYHHKAIIHOHHBIE cucTeMbl OpraHu3anuy.

5.3.  Pa3paboTka BHYTPEHHHX OpraHH3alHOHHO-PACHOPSIIUTEIBHBIX AOKyMeHTOB OpraHusanuy,
pernamenTHpyomux Bornpockl b, ocymecTsisercs Ha ocHoBaHUM HacTosmel [TomuTukoi.

5.4. Pabormuku OpraHusanid JIOJDKHBI  PYKOBOICTBOBaThCs — HacTtosmed Ilomwtukoir B
po(eCCHOHAIBHOM JSSITeIBHOCTH, IIPU BHYTPUKOPIIOPATHBHOM B3aMMOJIEHCTBUH, JINYHOM Pa3BUTHH
H MOBBIIICHUU KyIbTypsl Ub.

5.5.  OTBETCTBEHHOCTb JOKHOCTHBIX JinIl OpraHu3anuy, UMEIOLUIHX JOCTYI K KOH()UAeHInaTbHON
uHpOpMAIMK, 32 HEBBINONHEHWEe TPeOOBAHUH HOPM, pErymuMpylommx oOpaloTKy H 3aliuTy
uH(OpPMAIlKHK, OIpPEJENAEeTCsT B COOTBETCTBHH C 3aKOHOJATEeNbCTBOM Poccuiickoit @Dexepauun H
BHYTPEHHHUMH OpPraHU3alHOHHO-PACTIOPSIUTEIBHBIMU JoKyMeHTaMu Opranu3aiuy.

5.6.  Hacrosmas [ToMUTHKH BCTyHaeT B CUIIy C MOMEHTA €€ YTBEPIKICHHS.



